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Cyber crime facts

£27 billion - Cost to UK of cyber 

attacks

£10.5 trillion - Cost worldwide by 

2025 

Cyber attack every 39 seconds

National priority status 



Traditional crimes, which can be increased 

in their scale or reach by use of computers, 

computer networks or other forms of 

information communications technology 

(ICT) – fraud/ grooming/ indecent images 

etc 

Cyber enabled crime



Cyber dependent crime 
Can only be committed using a computer; -

Hacking - unauthorised access 

Malicious software/ Malware - can be spread between 

devices causing system crashes/deletion of files, or used 

to steal personal data. Viruses, worms, Trojans, spyware 

and ransomware are all types of malware.



Cyber dependent crime 
Distributed Denial-of-Service (DDOS) attacks - thousands of IP addresses are used to 

flood an internet server with so many requests that they are unable to respond quickly 

enough. This can cause a server to become overloaded and freeze or crash, making 

websites and web-based services unavailable.



Cyber crime Unit 

Only deal with cyber dependent crime 

- Computer Misuse Act offences 

Investigate, provide prevention advice 

and work with offenders 

Cyber dependent crimes are reported 

to Action Fraud and then disseminated 

to local police forces



Unauthorised access to computer material 

-You watch your friend enter their username 

and password. You remember their login 

details and without their permission, login and 

read their messages 

Unauthorised access with intent to 

commit another offence Your friend 

leaves their tablet on the sofa logged in to 

online banking and you transfer money 

from their account to yours. 

Unauthorised access with intent to 

impar or reckless to impair a computer  

You are playing an online game with a 

friend and are losing. You use a “booter” 

to knock them offline. (Ddos)

2 years 

imprisonment 

or FINE

5 years 

imprisonment 

OR FINE

10 years 

imprisonment



Unauthorised acts causing or creating 

serious risk of danger - You hack a phone 

company and it stops people phoning 999. 

Your hack stops people being able to phone 

for an ambulance 

Making supplying or obtaining articles 

for use in other CMA offences - You 

download software to bypass login details 

to hack a school computer but you 

haven’t used it yet

Life 

imprisonment

2 years

imprisonment



Script Kiddies - less experienced hacker using 

existing software to commit attacks

Insider threats – Employee or former employee 

Hacktivists - Politically or social change motivated 

Organised crime groups - Professional group of 

cyber criminals, usually financially motivated and 

based abroad

Advanced Persistent Threats - Typically state 

sponsored, financially or politically motivated

Threat actors 



Prevent agenda 

National Crime Agency predict UK based OCGs 

will turn to cyber-crime - low risk and high 

reward - little skill required  

Exploitation -Grooming people to commit CMA 

offences 

Age at first arrest for cyber crime is 17 years old



Prevent agenda 

Educate what constitutes a CMA offence

Work with agencies to identify people at risk of 

committing cyber-crime or who have committed 

an offence and work with them to divert away 

from cyber-crime 

Disposal options  - education visits 

cease and desist notices 

diversionary activities 



Protecting your 

accounts 



Data breaches  



Data breaches  



Phishing 

Phishing can be conducted via a text message, 

social media, phone call or email. . 

Designed to  trick receiver in to doing the “wrong 

thing” 

Intended to get you to reveal passwords, click on 

malicious links or pay money. 



Phishing 



Phishing 

Go back to something you can trust 

such to verify information – visit the 

official website, log in to your account 

or ring the official number. Do not use 

the links or information sent in the 

email 



Strong and separate password for email 

and other important online accounts 

Create strong passwords using 3 random 

words 

Save passwords in to browser or password 

manager 

Passwords 



Passwords 

Use strong and separate passwords for your email and other 

important accounts 

Reusing the same password for everything means puts all your 

accounts at risk if your data has been leaked 

Your email is the hub that connects all other accounts together. If a 

hacker gets in to that, they can reset your passwords for other 

accounts using the forgotten password feature



Passwords 

Use 3 random words as 

commonly used passwords 

appear on password lists 



Passwords 

Hackers use password crackers 

to brute force passwords -

using a 12 character passwords 

with upper and lowercase letters 
would take 24 years to crack



Passwords 

Save passwords in to a browser or use a 

password manager to avoid password

overload

Turn on MFA and use strong passwords 

to protect your browser or password 

manager



Multi factor authentication 

Turning on MFA will stop your 

account getting hacked, even if 

your password is leaked

Requires 2 or more pieces of 

identification to access your 

account 

99% of hacked accounts did 

not have MFA turned on 



Multi factor authentication 

Something you know -

password

Something you have - text with a 

code sent to your smartphone or 

other device, or a smartphone 

authenticator.

Something you are (biometrics 

using your fingerprint, face, or 

retina)



Multi factor authentication 

Do not share any one time 

codes or  verification codes 

that have been sent to you, 

regardless of who has asked 

for them. 



Back up data 

Back up any data that is important to 

you and save on to another device or 

cloud storage

Enable automatic back ups that will 

regularly save your information 

Disconnect external storage 



Update devices 

Updating apps and software 

on your devices patches any 

known vulnerabilities 



Think carefully before revealing 

personal information –

could this be used to bypass security? 

Oversharing data  



Current scams…..  



Current scams…..  



Keywords 

Booters/ Stressers Keyloggers 

Hacking forums                        Brute force 

Denial of service

Distributed denial of service 

Ddos panels



Questions??? 



Contact 

CCU@lancashire.police.uk



Help and advice 

ncsc.gov.uk https://cybergriffin.police.uk


